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Aimetis™ Symphony Metadata Analytic

Setup
Display the VE510 analytic in Symphony

1. In the _bin\algos folder of your Symphony install, find Intel_VE510.xml and using an
editor change the <Display> tag to true.

2. Save the file.

3. In Symphony, restart Symphony Services. Server>Services>Restart Symphony Services.
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Configure a camera to use VE510

1. In Symphony, select Server>Configuration.

2. Inleft pane, click Devices.

3. Select the camera you want to configure and click Edit.

4. Select the Analytics Engines tab and select VE510- Metadata.

5. Select the Analytics Configuration tab. The Intel_VE510 engine is displayed. No
configuration is required. Click OK.
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Name

I Description

[[] Display Name

[[] Embedded - Device Metadata

[ VE101 - Video Stabilization
[[]'VE130 - Simple Motion Detection
[[]VE140 - Video Input Error
[[]'VE141 - Camera Tampering
[[]'VE150 - Motien Tracking
[[]'VE180 - Motien Tracking
[[]'VE250 - Motien Tracking
[[1WVE352 - Left and Removed ftem Det...
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Description

This metadata engine maps camera metadata to Aimetis metadata.

This Video Engine attempts to stabilize a video stream from a camera that experience sma...
This Video Engine detects pixel changes in the scene as a basis for detecting activity. In ...

This Video Engine detects if the video input is one solid colour which may indicate signal I...
This Video Engine detects if the video has been compromised through obstructing the fiel...

This Video Engine can be used for indoor applications such as pecple counting and dwell...
This Video Engine can be used for robust people tracking, in both indoor and outdoor envi...
This Video Engine is capable of motion tracking in any indoer/outdoor envirenment from a...

Thiz Video Engine iz capable of detecting left or removed tems.

This Video Engine is capable of license plate recognition.

This Video Engine is capable of accepting metadata inte Symphony
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The VEE10 does notrequire any configuration.

Aimetis™ Symphony

Copyright® 2015 Aimetis™ Corporation (4/21/2015) Rev. 1




Create a rule to alarm on metadata

1. In Symphony, select Server>Configuration.

2. Inleft pane, click Rules.

3. Click New. The Rule Wizard opens. Click Next.

4. Select the check box next the camera using the VE510 analytic.

5. Select the Alarm Type — Alarm on any metadata (e.g. serial numbers, barcode numbers)
OR enter a specific item (e.g. serial number/barcode number) to alarm on.

6. Click Action.

7. Inthe Alarm tab, select the camera and the Raise Alarm check box.

8. Select the FTP tab and configure as necessary. You can include the metadata in the
filename using the %md option.

9. Proceed with Schedule and Summary and click OK. Remember to save the rule with an
appropriate name.
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1: Instructions 2: Event | 3: Action ‘ 4: Schedule

Choose which actions you want this rule to take when an alarm occurs
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I Resize the transferred file $md - Metadata

G B |

Set up OPC for Symphony

Important: This procedure assumes that you already have an Aimetis Symphony server running
with the appropriate OPC Server license (SYM-OPC-SL) on it.

In a multiple server farm environment, you must install OPC on each server in the farm, including
redundancy servers, to ensure that alarms are received across all servers in the farm from all
active, moved, or failed over devices. Installing the OPC Server on a virtual machine running
Symphony Server is also supported.

1. Asa Windows Administrative user, open a command prompt and navigate to:
\Symphony\_bin\ (which is typically C:\Program Files (x86)\Aimetis\Symphony\_bin\)

2. Runthe command: airaopcserver.exe -regserver

3. Launch Component Services. (From the Start > Run menu enter dcomcnfg to launch
Component Services.)

4. Navigate through the tree to: Component Services > Computers > My Computer >
DCOM Config > AiraOPCServer. Right-click on AiraOPCServer and select Properties.
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@ AdobeAcroScanBroke
» @ AERTACap

» @ AERTARen

<
3
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Properties
Help 1

5. On the General tab set the Authentication Level to None and click OK.
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AiraOPCServer Properties

General | Locaton | Security | Endpomnts | Identty

Genesal propemes of this DCOM apphcaron

Apphcaton Name AxaOPCServer

Apphcason ID {630A96561-659A-4D35-A4CI-8FE99 1 FAF 78E)
Applcaton Type Local Service

Authersicason Level Gone ')
Service Name Al AiraOPCServer

Leam more about 26nng hess

0K Cancel

6. In Windows Services restart the Al Scheduler service. (To access Windows Services,
select Windows Start > Run menu and enter Services.msc.)

Note: Every time a camera device or rule is modified in Aimetis Symphony, you must restart
BOTH the Al Scheduler and the AiraOPCServer via Microsoft® Windows® Services (Services.msc).

Enable Remote Access to Symphony OPC Server

From the Start > Run menu enter dcomcenfg to launch Component Services.

Navigate through the tree to: Component Services > Computers > My Computer.
Right-click on My Computer and select Properties.

On the COM Security tab click Edit Limits... for both sections (Access Permissions and
Launch and Activation Permissions). Add the user group Everyone and make sure this
new Everyone group has all Remote permissions enabled (as available). Click OK.

PwnNPE
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Access Permissions
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Launch and Activation Permissions
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5. Click OK again to close the My Computer Properties dialog.
6.

In Component services, navigate to Component Services > Computers > My Computer
> DCOM Config. Right-click on AiraOPCServer and select Properties.
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7. On the Security tab select the Customize option for all three sections (Launch and
Activation Permissions, Access Permissions, and Configuration Permissions). For each
section, click Edit... and add the Everyone user group. Make sure this new Everyone
group has all Remote and Full Control permissions enabled (as available) and click OK.
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Launch and Activation Permission !

4

' Secu}cy; ]

Group or user names

M SYSTEM
82 Admirsstatons
B INTERACTIVE

Permissions for Everyone
| Local Launch

Remote Launch

Local Actvason

|
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L |
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‘Securty | (Ehanqt Configuration Permiss»on) |-% “
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Read v

Special pormissions
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8. When finished, click OK to close the AiraOPCServer Properties dialog.

9. Launch Windows Administrative Tools. Depending on your version of Windows there
are different ways to access this. In Windows 7/Server 2008 enter Admin in the
Windows > Start menu and choose Administrative Tools.

Note: If you are using Windows Embedded, Windows 8 or Windows 8.1, you can omit the
following steps. (These Windows versions do not have Local Security Policy (secpol.msc)
settings. Aimetis OPC works on PSA with these versions.)

10.

Launch the Local Security Policy. Navigate through the tree to:

Local Policies > Security Options > DCOM:Machine Launch Restrictions in Security
Descriptor... Right-click and select Properties.

Aimetis™ Symphony

Copyright® 2015 Aimetis™ Corporation (4/21/2015) Rev. 1

11



@ Local Security Policy = () -
File Action View Help
e 2@XT I Em

7 Security Settings | Policy < Security Setting -
{- Account ?9'i<ies . Audit: Force audit policy subcategory settings (Windows Vi.. Not Defined
“ [ Local Policies “ Audit: Shut down system immediately if unable to log secu.. Disabled

® _iAudthohcy . DCOM: Machine Access Restriictions in Secunty Descnntos Not Defined =
» _@ User Rights Assignment P e
~a Security Options P
+ 1 Windows Firewall with Advand N . : _ :
3 Network List Manager Policies| -~ Devices: Allowed tt iy eI P
. 121 Public Key Policies . Devices: Prevent users trom installing printer drivers Disabled

] Software Restriction Policies || - Devices: Restrict CD-ROM access to locally logged-on user .. Not Defined
- 1 Application Control Policies || - Devices: Restrict floppy access to locally logged-on user on.. Not Defined
8 1P Security Policies on Local G| . Domain controller: Allow server operators to schedule tasks  Not Defined
“J Advanced Audit Policy Config| . Domain controller: LDAP server signing requirements Not Defined
- Domain controller: Refuse machine account password chan.. Not Defined
. Domain member: Digitally encrypt or sign secure channel d.. Enabled
.. Domain member: Digitally encrypt secure channel data (wh.. Enabled
< Domain member: Digitally sign secure channel data (when .. Enabled
- Domain member: Disable machine account password chan.. Disabled
<1 m ] y | < Domain member: Maximum machine account password age 30 days -

Opens the properties dialog box for the current selection.

11. On the Template Security Policy Setting choose Edit Security...

momummmmman&wﬁymmmmm

Template Securdy Policy Sesng lﬂ'ﬂx
DCOM: Machine Launch Res m Secunty Descriptor Defi
Language (SDOL) syntax
If the secunty descnplor is left blank after defining the policy setting in the
' template. the policy setting will not be enforced
Secunty descriptor: P
( Eotsscuny.
[ OK ] [ Cancel ] Apply “
‘|

12. Make sure the Everyone user group has all Remote permissions enabled and click OK.
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Launch and Activation Permission & Q

Securty Limits

Group or uses names
f1Everyone
52 Administrators
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Gemo:e Launch 'J')
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samabout access contol and permessions

OK Cancel

13. Click OK to close the DCOM:Machine Launch Restrictions in Security Descriptor dialog.
Push Metadata to OPC Client

1. Inthe OPCclient, go to the DA Browse tab and add the ToAira.Camera_x.Metadata

(where x is the camera ID).

.,5 Softing OPC Toolbox Demo Client
File Edit Session Yiew

O =3 = Pl kS @
Mew Open Save Froperties [elete Stop Connect Start
E‘® Data Access B4 OPC Server for BIS using Aira2005
[]-4 OGP Server For BIS using Airaz005 2E Tobia
=48 Group

i..8 ToAira,Camera_l.Metadata

[ Policy_304
EI Camera_1

-E= Camnera_11
-[® Camera 13
-[=] Camera_14
-[= Camera_17
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2. Onthe DA Items tab, select ToAira.Camera_x.Metadata (where x is the camera ID). In
the top-right corner of the OPC client screen, enter the metadata in the Write field and

then click Write.

E|----_ Group
4% Todira.Camera_l.Metadata

Important! Ensure that firewall settings allow/disallow connections to port.

Softing OPC Toolbox Demo Client [_[C
File Edit Session Wiew
[ = = > ™, () IMetadataHere
Mew Open Save Froperties | Delete Stop Connect Start Wit
E|© Data Access | value | Duality | TimeStamp | Re
(S = OPC Server for BIS using Airaz005 G000 094879 708
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How to Search for Alarms

1. In Symphony, click the Search icon.
File  View  Bookmarks Server  Search  Reports Help = IE. Iﬁ El]@ll@| | = & B B G 35
Load Multi View ~ | Tool Strip || =5 Timeline || kel Mavigation || (5} (& carousel + Send Picture To ~

1) Cameral - localhost: i7-6-MV Console-P1

+ |@itf{10.234.10.67/1/2011_11_30_16:36:07.123

2. The VE510 — Metadata analytic appears in the Search dialog box.
3. For a specific time/date range, you may search:

On an alarm for any metadata (e.g. serial numbers, barcode numbers)
OR

For metadata containing a specific item (e.g. serial number/barcode number).

—Search Type

Alarm type
¥ Alarm on any metadata

™ Alarm on metadata that contains:

Rl

From  |02/05/2015 12:54PM

To 02/06/2015 12:54PM M

™| */ES10 - Metadata
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